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[TO3MB 3A IIOAHOUIELE ITOHY 1A,
3A HABABKY VCIIVT'A:

- O0yka 3anocjieHnx — 6e30eqHocT uHpopMmannoHux cucrema, 2020. roxa. —

[To3uBaMo cBe TOTEHIMjalHE TMOHYhade na OCTaBe CBOjy TMOHYAY 3a HabaBky yciyra: OOyka
3anocjenux JII ,,Bojpogunamyme® y odaacru 0e3deqnoctu unpopmannonux cucrema 2020. roa. Ha
ocHoBy AkTa 0 6e30emnoctu KT cucrema (mo3. ua 6p. 2.142/20), y3umajyhu y 063up cienehe:

- IWJb OBYKE

Hakon ycBajama ,,Akta 0 6e36eqnoctu KT cucrema,” koju ce cactoju oJ cCKyma mporeaypa kKoje ypehyjy
Mepe nponucane 3aKoHOM 0 uH(popMannoHoj 6e30eJHOCTH, TOTPEOHO je peaan30BaTH 00YKY 3allOCICHUX ca
cienehuM uIbeM:

Yno3HaBame ca OCHOBHUM IPUHIIMITMMA U MepaMa Koje ce 0JIHOCe Ha MH(OPMAIMOHY 0e30¢THOCT,

3Hayaj MOINTOBamba NPOMMCAHKUX MPOLEAYPa O/l CTPaHe KOPUCHHMKA MH()OPMALMOHOT CHCTEMA,

3Hayaj 3arocaeHnX HHPopMaTHIKe CTpyKe Y KOHTPOIH CIpoBol)erma Mepa AKTa,

3Hauyaj pykoBojieher kaznpa y obe30ehemy npupxaBama MIPONHCAHUX Mepa U MpoLeaAypa O CTpaHe

3arocCeHHuX,

e [locnenuue Koje MOXe Ja y3pOKyje HEMOUITOBame MPONKUCAHUX MPOLeypa Ha MociaoBame npeayszeha
(6;mokaza mocIOBHUX IMpolieca, MaTepUjaiHa IITeTa, pernyranyja npeayseha u ci.).

e VYmo3HaBame 3aloOCIEHUX ca TpeTHhaMa W pu3nnuMa npu Kopuimmhewy HWHTepHeT cepBuca ca
HarjaackoM Ha IPETHE 0J1 3I0HaMepHOT copTBepa

e CurypHocT y Kopuinhewy WiNndows onepaTuBHOT cuctema

- KOHLEIT U CAAPXAJ OBYKE
Canpikaj 1 BpeMEHCKO Tpajame o0yKe/mpeiaBama Tpeda /1a je y CKIaay ca Hampes MOCTaBbeHUM IHJbeBUMA.

Teme opranu3oBaTu Ha HauMH Aa Tpajy 30-45 MuHyTa, ca npeaBul)eHMM BpEMEHOM 3a MOCTaBJbabhe MUTaba
OJ1 CTpaHe 3all0CIEHUX U OJIrOBOpE MpeiaBaya.

IIpenJior koHLENTA U caApxKaja o0yke/mpenaBama:

1. Ilojam nndopmaumja, nogaTaKa ¥ HUX0BA BAKHOCT
* KibyuHe paznuke u3mesjy nojgaTaka u HHGppomanuja
* Pazymeru Tepmun CajOep kpuMHHAaJIa U BeroBa HaMEHa
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2. Pazymern Tepmune Hacking, Cracking, Phishing, Spamming u cJ1.

3. 3710HaMepHU MPOrpaMu M HLUX0BE BPCTe
» Tunosu Bupyca
* HaunH BUXOBOT paja 1 cBpxa
» Haumn 3apase OneparuBaux Cucrema (MO ypehaju, Email komynukaruja, Online perucrpanuja,
Gaming, Streaming u c1)
4. 3amTuTa 01 3JIOHAMEPHUX NPorpamMa
* AHTUBUPYCH U BbUXOBAa HAMEHA
* Bpcre AnTHBUpYC-a
* Pazymern pa3nuky IIaHMpaHOT CKEHUPaka [10/1aTaka Kao v 3alITUTY Y TPEHYTKY Hamajaa
* Pazymeru TepMUH ,,KapaHTHH U H-ETOB YTHUIIa] HA 3apakeHe/CyMmbHBe (ajioBe.
5. UHTepHeT CUT'YPHOCT
* Emaun curypHocrt,
* JIpyluTBEHE MpEKE,
» Curypaoct MOOWITHUX ypehaja
6. Windows OS curypnoct
» Windows Firewall
» Windows Defender
7. Backup mogaraka — Kao HajOy31aHMjH HAYMH 3aIITHTE

HaBenenu cangprkaj Tpeba 1a iMa OCBPT/UMILTHKAIN]y HA Mepe 0e30eIHoCTH Koje ce ypehyjy Akrom, y
CKJIay ca IeUHUCAHUM IIUIbEM O0YKeE.

OoOyxka/mpenaBame Tpeda Aa Tpaje MUHUMAIIHO 4 Jaca.

[IpenBuaeTy 1 BpeMEHCKHU MepHO/] 3a TUCKYCH]y HAaKOH O(HIIM]jETHOT NaJlaBamba y Tpajamy o Hajmame 30
MUHYTA.

- HAYMUH PEAJIMBAIIMJE OBYKE

Hapyuunan npeasuha peanuzanujy oOyke 3amlocCieHUX y OKBHPY CBOJUX o0jekara Ha S Jiokanuja
opraHu3airoHux aenosa npemayseha: Hupexmuja JIT — [etpoBapanun u orpannu npeayseha, ca ceumruma y

Hosom Cany, Com6opy, [lanueBy u Cpemckoj MuTpoBHIIH.

Ha cBakoj nokauuju - obyuu he mpucycrBoBatu HajBuie 1o 30 3amocieHHMX, y CKiaxy ca nocrojehum

OrpaHMYCHUMa PajiM ClpeyaBama Mupema 3apaszne conectu Covid-19.

Oobyka Tpeba na je mpahewma oarosapajyhoM mpe3eHTaIMjoM IyTeM BHUAEO IpojeKTopa Koju obe3behyje

nonyhau.

Hakon mormucuBama YroBopa ca omabpanum I[lonyhauem, Hapyuunan he y moroBopy ca yroBOpeHOM
CTpaHOM JeUHUCATH TEPMUHE U JIOKAIM]je 3a peaau3anujy oOyke, U3 pasiiora HEMpeIBUINBUX OKOJIHOCTH

KOje MOTY HacTaTH 300T eMUIeMHUOJIONIKE CUTYaIlije Be3aHo 3a 3apa3Hy 6onect Covid-19.
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- TIOHYJA, HEHA YCJIIYI'A U HAYHUH IIVTARAIBA

[lena
Konnunna YKyIHO JTUH.
P. TuH/00yKa
6p Bpcra ycnyre (o6y1<q/ (6e3 IT/1B-a) ca [1/IB-om
' JIOKaIuja)

Ooyka 3anocienux - 6e3oennoct MC-a
1. | (jemHoaHeBHa 00yKa, ca yKJbYUCHHM 5
TPOIIKOBHMA ITPEBO3a)

YcaoBu:

[Tonyhau (3amocnenu/capannunii) Tpeba na mocemyje Oapem jeman ceptudukar 3a ayauropa/Bojeher
aynurtopa 3a 6e30emHocT mHpopMarmonux cucrema y ckiany ca MCO 27001 cranmapaom (mocraBiba ce y3
noHyAy). 3a ymna koja he Outu aHrakoBaHa y o0y, moHyhad Tpeba ma JOCTaBH JOKa3/yBepeme O
3aBpIICHO] OOYIIM 3BaHUYHO TIPU3HATHX CICNHjaIM30BaHUX KypceBa H3 oOyacTu HH(pOpMaImoHe
6e30exnoctu (CompTIA, CISO u cnnuno). Y3 NOHYQy O0CTaBUTH pedepeHTHY JIMCTY OMTHHjUX TMpojeKara
nonyhaua y o6mactu Mudopmanmone 6e36e1HOCTH.

[Tonyne xoje He caapie rope HaBeAeHa JOKyMeHTa Hehe OuTH pa3marpaHe.

[Tonyna Tpeba na caapxu mporpaM oOyKe/mpeiaBama ca CAaTHUIIOM.

Haxon 3aBpmieHe o0yke, Ha CBaKoj JIOKAIHjH, TIOTPEOHO je CIIPOBECTH TECTUPAE 3aIOCICHIX, MOMYHaBambe
YIUTHUKA Ha JUIy MecTa (mamupHa Qopma), Wik MyTeM YINUTHHKAa Koju Oe ce ciao Ha email ampece
MPUCYTHUX TOJIA3HUKA O0YKe.

Poxk 3a peanu3zanyjy yciyra: 12 mecenu oJ] laHa 3aKJby4era yroBopa.

Ykynna nena: nuH, 6e3 [1/1B-a.

YKynHa neHa: nuH, ca I1JIB-oMm.

Hamowmena: o6aBe3HO HaBeCTH MojJaTak y ciiy4ajy na nonyhau nuje y cucremy I[1/1B-a.

Pox niiahama: nana (MuH 15, makc. 45 nana) ox 1aHa q0cTaBe pakType 3a U3BPIICHE YCIyTe.

Hanomena:

- Ilonyhau he HakoH cBake mojeMHAYHO U3BeIeHE OOyKe y OKBHPY 5 HaBeIEHUX JIOKaIMja, UCIIOCTaBUTU
¢bakTypy 3a U3BpILIEHE yClIyre orpaHky npenayseha y koMme cy yciayre peaqn3oBaHe, Y HOTpeOHOM H3HOCY 3a
JeIVMHUYHY 00YKY.

- Hakon 3aKJby4CHha YroBopa, I/I3BObCH>C 06y1<e he ce OpTraHU30BaTH Yy CKIIaQy €a CIUICMHUOJJIOIIKOM

CHUTYaI[FjOM U TIpernopyKaMa HaJISKHIX OpraHa BEe3aHUM 3a CIHUIEMH]y y3pOKOBaHy BUpycoMm ,,Covid-19,

Bamry motnmcany u oBepeHy MoHyAy Ham fnoctaBute HajkacHuje A0 08.12.2020. roa. ao 15 yac — nmu4HO, nim
nomToM Ha anpecy: JII “Bojsoaunamryme”, 21131 IlerpoBapanun, IlpepagoBuheBa 2 — ca HallOMEHOM:
[Tonyna 3a HabGaBky yciyra: O0yka 3anocjaeHux — 6e30e1HOCT HH(pOpMAUMOHUX cucTeMa, 2020. roa. wim
CKEHHPAHO, MOTIHCAHO U OBEPEHO HA CBOM MEMOPaHAyMy, IIyTeM Mejia, Ha Meji ajpece:
djuro.kopitovic@vojvodinasume.rs u sminic@vojvodinasume.rs
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